[bookmark: _v729ds3rcuux]BOZEMAN FILM FESTIVAL, INC.
[bookmark: _fdf114d6p2yi]Legal Policies and Compliance Documents

[bookmark: _a6xmolxqvp4k]1. PRIVACY POLICY
Effective Date: [Date]
Last Updated: [Date]
[bookmark: _ciimt2vh0ji]1.1 Introduction
Bozeman Film Festival, Inc. ("BFF," "we," "us," or "our") is a 501(c)(3) nonprofit organization committed to protecting the privacy and security of our website visitors, filmmakers, attendees, donors, and partners. This Privacy Policy explains how we collect, use, share, and protect your personal information when you visit our website, submit films, purchase tickets, make donations, or interact with us in any way.
[bookmark: _xfb53fn8wvo8]1.2 Information We Collect
[bookmark: _wixe4w4rgqyc]Personal Information
We may collect the following types of personally identifiable information ("PII"):
· Contact Information: Name, email address, phone number, mailing address
· Account Information: Username, password, profile information
· Film Submission Data: Film details, credits, synopsis, technical specifications
· Payment Information: Credit card details (processed through secure third-party payment processors)
· Donor Information: Donation amounts, giving history, donor recognition preferences
· Event Registration: Ticket purchases, event attendance, dietary restrictions, accessibility needs
[bookmark: _ivbb24852ezq]Automatically Collected Information
· Technical Data: IP address, browser type, operating system, device information
· Usage Data: Pages visited, time spent on site, referring websites, click patterns
· Cookies: Session cookies, preference cookies, analytics cookies
[bookmark: _woyt1j7gcuql]1.3 How We Use Your Information
We use collected information for the following purposes:
· Process film submissions and communicate with filmmakers
· Manage ticket sales and event registration
· Process donations and maintain donor records
· Send festival updates, newsletters, and promotional materials (with your consent)
· Improve our website and user experience
· Comply with legal obligations and protect our legal rights
· Prevent fraud and maintain security
[bookmark: _uwcbfbvkeif7]1.4 Information Sharing
We do not sell, rent, or trade your personal information. We may share information with:
· Service Providers: Payment processors, email service providers, ticketing platforms
· Partners: Venues, sponsors (only with your explicit consent)
· Legal Requirements: When required by law, court order, or legal process
· Business Transfers: In the event of a merger, acquisition, or asset sale
[bookmark: _e5s5wzt6uda6]1.5 Data Retention
We retain personal information only as long as necessary to fulfill the purposes outlined in this policy and to comply with legal requirements:
· Film submission data: 3 years from submission date
· Donor records: As required by IRS regulations (typically 7 years)
· Email subscribers: Until you unsubscribe
· Payment information: As required for accounting and tax purposes
[bookmark: _bnkahotihf5x]1.6 Your Rights and Choices
You have the right to:
· Access: Request a copy of your personal information
· Correction: Update or correct inaccurate information
· Deletion: Request deletion of your personal information (subject to legal requirements)
· Opt-Out: Unsubscribe from marketing communications at any time
· Do Not Track: We honor Do Not Track browser settings
[bookmark: _2nnbi6oqyeu2]1.7 Children's Privacy
Our website and services are not directed to children under 13. We do not knowingly collect personal information from children under 13. If we discover we have collected information from a child under 13, we will promptly delete it.
[bookmark: _86az92j991r4]1.8 Security Measures
We implement appropriate technical and organizational measures to protect your personal information, including:
· SSL encryption for data transmission
· Secure servers and databases
· Limited access to personal information on a need-to-know basis
· Regular security assessments and updates
[bookmark: _4ypnyhkv3snh]1.9 International Data Transfers
If you access our website from outside the United States, please be aware that your information may be transferred to, stored, and processed in the United States where our servers are located.
[bookmark: _r927to6ndt9b]1.10 Contact Information
For questions about this Privacy Policy or to exercise your rights, contact us at:
Bozeman Film Festival, Inc.
 [Address]
 Bozeman, MT [ZIP]
 Email: privacy@bozemanfilmfestival.org
 Phone: [Phone Number]

[bookmark: _3tt21pjefvz0]2. WEBSITE TERMS AND CONDITIONS
Effective Date: [Date]
[bookmark: _2di60cqfd7gn]2.1 Acceptance of Terms
By accessing or using the Bozeman Film Festival website (www.bozemanfilmfestival.org), you agree to be bound by these Terms and Conditions, our Privacy Policy, and all applicable laws and regulations.
[bookmark: _9f0ku9aryzrn]2.2 Intellectual Property Rights
[bookmark: _z0oejjlroc95]Website Content
All content on this website, including text, graphics, logos, images, audio clips, and software, is the property of Bozeman Film Festival, Inc. or its content suppliers and is protected by U.S. and international copyright laws.
[bookmark: _bl3tcu4dmnf]Film Content
Films submitted to or screened at the festival remain the property of their respective copyright holders. The festival respects all intellectual property rights and expects all users to do the same.
[bookmark: _rkyjugfv4o0g]2.3 User Conduct
You agree not to:
· Use the website for any unlawful purpose
· Upload or transmit viruses or malicious code
· Attempt to gain unauthorized access to our systems
· Interfere with the website's operation
· Impersonate any person or entity
· Harvest or collect user information without consent
[bookmark: _spsjv47ta0vi]2.4 Film Submissions
By submitting a film to the festival, you:
· Warrant that you have all necessary rights and permissions
· Grant us limited rights to screen and promote your film as part of the festival
· Acknowledge that submission does not guarantee selection
· Agree to our Film Submission Rules and Regulations
[bookmark: _m64x6qch494p]2.5 Ticket Sales and Refunds
· All ticket sales are final unless an event is cancelled
· Tickets are non-transferable except as explicitly permitted
· We reserve the right to refuse admission or revoke tickets for violation of festival policies
· Late arrivals may not be seated
[bookmark: _kujqli30xsu7]2.6 Limitation of Liability
TO THE FULLEST EXTENT PERMITTED BY LAW, BOZEMAN FILM FESTIVAL, INC. SHALL NOT BE LIABLE FOR ANY INDIRECT, INCIDENTAL, SPECIAL, CONSEQUENTIAL, OR PUNITIVE DAMAGES ARISING OUT OF YOUR USE OF THE WEBSITE OR SERVICES.
[bookmark: _dfo2oei53gsx]2.7 Indemnification
You agree to indemnify and hold harmless Bozeman Film Festival, Inc., its officers, directors, employees, and agents from any claims, damages, or expenses arising from your use of the website or violation of these terms.
[bookmark: _62eh0kh2x2pg]2.8 Modifications
We reserve the right to modify these Terms and Conditions at any time. Continued use of the website after changes constitutes acceptance of the modified terms.
[bookmark: _be4ga79fxw7f]2.9 Governing Law
These Terms and Conditions are governed by the laws of the State of Montana, without regard to conflict of law principles.
[bookmark: _4fqsf8lzwezn]2.10 Contact Information
Questions about these Terms and Conditions should be directed to:
 legal@bozemanfilmfestival.org

[bookmark: _i0in3h47ql9j]3. CAN-SPAM COMPLIANCE POLICY
Internal Policy Document
 Effective Date: [Date]
[bookmark: _sfr1oeoimrlx]3.1 Purpose
This policy ensures that all email communications from Bozeman Film Festival, Inc. comply with the CAN-SPAM Act of 2003 and best practices for nonprofit email marketing.
[bookmark: _wemtbskuurqg]3.2 Scope
This policy applies to all:
· Mass email communications
· Newsletters
· Promotional emails
· Fundraising appeals
· Event announcements
[bookmark: _p3d0f88e24a9]3.3 Requirements for All Commercial Emails
[bookmark: _3h0fzwsjfefj]Header Information
· "From" field must accurately identify Bozeman Film Festival
· "Reply-To" must be a monitored email address
· Routing information must be accurate
[bookmark: _wrslgdllkc0a]Subject Lines
· Must accurately reflect email content
· No deceptive or misleading subject lines
· Avoid excessive use of capital letters or symbols
[bookmark: _9g1kfgeoi76a]Message Content
· Clearly identify message as promotional when applicable
· Include our physical mailing address in every email
· For mixed content (commercial and transactional), follow commercial email rules
[bookmark: _imf7czwlsq59]Opt-Out Mechanism
· Include clear, conspicuous unsubscribe link in every email
· Honor opt-out requests within 10 business days
· Maintain suppression list of opted-out addresses
· Do not require login or personal information to unsubscribe
· Offer option to opt-out of specific types of communications
[bookmark: _m43emnhoxisa]3.4 Consent and List Management
[bookmark: _rvfoedclu2tg]Express Consent Required
· Never add email addresses without explicit permission
· Use double opt-in for new subscribers when possible
· Document consent date, time, and method
[bookmark: _7g60ufhwhipj]List Hygiene
· Remove bounced addresses promptly
· Honor unsubscribe requests immediately
· Never share, sell, or rent email lists
· Segment lists based on subscriber preferences
[bookmark: _v48malryykyh]3.5 Transactional Email Exemptions
The following are considered transactional and exempt from certain CAN-SPAM requirements:
· Donation receipts and acknowledgments
· Film submission confirmations
· Ticket purchase confirmations
· Account updates and password resets
However, we will still include unsubscribe options as a best practice.
[bookmark: _n2z9qjm2fxvv]3.6 Record Keeping
Maintain records of:
· Consent documentation
· Unsubscribe requests
· Email campaign metrics
· Compliance audits
[bookmark: _3gh4xykkd00v]3.7 Penalties for Non-Compliance
Staff members who violate this policy may face:
· Additional training requirements
· Suspension of email privileges
· Disciplinary action up to termination
[bookmark: _xcys4mn0xgb1]3.8 Training and Oversight
· All staff with email access must receive CAN-SPAM training
· Marketing Director oversees compliance
· Annual compliance audits required

[bookmark: _z9d7antr2q3z]4. COPYRIGHT AND DIGITAL MILLENNIUM COPYRIGHT ACT (DMCA) POLICY
Effective Date: [Date]
[bookmark: _i33umfwknd79]4.1 Respect for Intellectual Property
Bozeman Film Festival, Inc. respects the intellectual property rights of others and expects users of our website and services to do the same.
[bookmark: _spj6izq2baus]4.2 Film Submission Requirements
Filmmakers submitting to the festival must:
· Own all rights to their submitted work, or
· Have secured all necessary licenses and permissions for:
· Music and sound recordings
· Footage and images
· Performances
· Literary works
· Any other copyrighted material
[bookmark: _fgnlggm4f8au]4.3 Prohibited Content
The following content is strictly prohibited:
· Films containing unlicensed copyrighted material
· Pirated or unauthorized copies of films
· Content that infringes on any intellectual property rights
[bookmark: _7ik5jz2xev7y]4.4 DMCA Compliance
[bookmark: _xnchq4lz6p91]Notification of Claimed Infringement
If you believe your copyrighted work has been infringed, please provide our DMCA Agent with:
1. Physical or electronic signature of the copyright owner
2. Identification of the copyrighted work claimed to be infringed
3. Identification of the infringing material and its location
4. Your contact information (address, phone, email)
5. A statement of good faith belief that use is not authorized
6. A statement under penalty of perjury that the information is accurate
[bookmark: _txpojm8m2bb7]DMCA Agent Contact
[Name]
 Bozeman Film Festival, Inc.
 [Address]
 Bozeman, MT [ZIP]
 Email: dmca@bozemanfilmfestival.org
 Phone: [Phone Number]
[bookmark: _j60tfyvoctbx]4.5 Counter-Notification
If you believe material was removed in error, you may submit a counter-notification containing:
· Your physical or electronic signature
· Identification of the removed material and its prior location
· Statement under penalty of perjury that removal was mistaken
· Your contact information
· Consent to jurisdiction in Gallatin County, Montana
[bookmark: _v4joqoadu1v4]4.6 Repeat Infringer Policy
We will terminate access for users who are repeat copyright infringers.
[bookmark: _yeswfzp6qx49]4.7 Fair Use
We recognize that fair use may permit limited use of copyrighted material for criticism, comment, or educational purposes. However, fair use determinations are complex and fact-specific.
[bookmark: _od8arzvc32l1]4.8 Trailer and Promotional Material Policy
· Filmmakers grant us limited rights to use trailers and promotional materials
· We will properly attribute all materials to the copyright owner
· Materials will only be used for festival promotion
· Rights terminate after the festival unless otherwise agreed

[bookmark: _6znz5kw03u4b]5. PERSONALLY IDENTIFIABLE INFORMATION (PII) DATA RETENTION AND PROTECTION POLICY
Internal Policy Document
 Effective Date: [Date]
[bookmark: _effbgxl3erzt]5.1 Purpose
This policy establishes guidelines for the collection, use, retention, and protection of Personally Identifiable Information (PII) collected by Bozeman Film Festival, Inc.
[bookmark: _ibfwnttacixs]5.2 Definitions
PII includes but is not limited to:
· Names and contact information
· Social Security Numbers (donors only, for tax purposes)
· Payment card information
· Date of birth
· Driver's license numbers
· IP addresses
· Photographs and videos
[bookmark: _26504eemu0k9]5.3 Data Minimization Principles
· Collect only information necessary for stated purposes
· Avoid collecting sensitive information unless required
· Regularly review and purge unnecessary data
· Use anonymization when possible
[bookmark: _us4c7q30m0km]5.4 Retention Schedules
	Data Type
	Retention Period
	Justification

	Donor Records
	7 years
	IRS requirements

	Film Submissions
	3 years
	Historical records, repeat submissions

	Ticket Purchases
	3 years
	Financial records, customer service

	Email Subscribers
	Until unsubscribe
	Ongoing consent

	Website Analytics
	2 years
	Trend analysis

	Payment Information
	Per PCI compliance
	Security requirements

	Employee Records
	7 years post-termination
	Legal requirements


[bookmark: _qqebmtp69jyv]5.5 Access Controls
[bookmark: _fx50fei0zqlt]Physical Security
· Locked filing cabinets for paper records
· Restricted access to records storage areas
· Clean desk policy for sensitive information
· Secure disposal/shredding procedures
[bookmark: _vrb596mzqvaz]Digital Security
· Password requirements (minimum 12 characters, complexity)
· Multi-factor authentication for sensitive systems
· Role-based access controls
· Regular access reviews and updates
· Encryption for sensitive data at rest and in transit
[bookmark: _osi99ia9reoq]5.6 Data Sharing Restrictions
· No sharing of PII without explicit consent or legal requirement
· Written agreements required for third-party processors
· Due diligence on third-party security practices
· Limit sharing to minimum necessary
[bookmark: _5y39gnu9fj0r]5.7 Data Breach Response Plan
[bookmark: _cglnkl2a0rq1]Immediate Actions (Within 24 hours)
1. Contain the breach
2. Assess the scope and impact
3. Notify IT security team
4. Document all actions taken
[bookmark: _sficn278np0s]Within 72 hours
1. Notify affected individuals if required
2. Notify law enforcement if criminal activity suspected
3. Notify insurance carrier
4. Begin forensic investigation
[bookmark: _f6fjfqkklm0o]Follow-up Actions
1. Complete investigation
2. Implement remediation measures
3. Review and update security policies
4. Conduct staff training on lessons learned
[bookmark: _lzfertlysgbw]5.8 International Data Considerations
For EU residents (GDPR compliance):
· Obtain explicit consent for data collection
· Honor data subject rights (access, correction, deletion)
· Maintain processing records
· Implement privacy by design principles
For California residents (CCPA compliance):
· Provide notice at collection
· Honor consumer rights requests
· Maintain request records
· Do not discriminate based on rights exercise
[bookmark: _1ztxha5jcjok]5.9 Staff Training Requirements
· Annual privacy and security training for all staff
· Role-specific training for those handling sensitive data
· New employee orientation includes data protection
· Regular security awareness updates
[bookmark: _jp3k5bnnvi3p]5.10 Compliance Monitoring
· Quarterly reviews of data handling practices
· Annual privacy impact assessments
· Regular security vulnerability assessments
· Documentation of all compliance activities
[bookmark: _irpdxiyngm47]5.11 Penalties for Non-Compliance
Violations of this policy may result in:
· Verbal or written warnings
· Additional training requirements
· Suspension of system access
· Termination of employment
· Legal action if warranted
[bookmark: _4lk1qo7327t9]5.12 Policy Review and Updates
· Annual review by Board of Directors
· Updates as required by law changes
· Staff notification of any changes
· Version control and change documentation

[bookmark: _8sp8v74attzg]6. FILM SUBMISSION TERMS AND CONDITIONS
Effective Date: [Date]
[bookmark: _4fqg5u8lgava]6.1 Eligibility Requirements
· Films must be completed after January 1, 2024
· All genres and lengths accepted
· Filmmaker must have all necessary rights
[bookmark: _ahyrlbxebhi7]6.2 Rights and Permissions
By submitting your film, you represent and warrant that:
· You are the copyright owner or authorized representative
· All necessary music synchronization and master use licenses are secured
· All talent releases and location agreements are in place
· The film does not infringe any third-party rights
· All information provided is accurate and complete
[bookmark: _q3q2lvqlxbm]6.3 Copyright Compliance
You must have cleared all copyrighted material including:
· Music (both composition and recording rights)
· Archival footage
· Photographs and artwork
· Literary works
· Trademarks and logos
Failure to secure proper rights may result in:
· Disqualification from the festival
· Removal from screening schedule
· Legal liability for the filmmaker
[bookmark: _sgrvb64u33lv]6.4 Festival Rights
By submitting, you grant Bozeman Film Festival limited rights to:
· Screen your film during the festival
· Use excerpts (up to 3 minutes) for promotional purposes
· Include stills in festival publications and website
· Archive your film for festival records
These rights are non-exclusive and terminate 1 year after the festival ends.
[bookmark: _jwnpi67ow1ex]6.5 Liability and Indemnification
You agree to indemnify and hold harmless the Festival from any claims arising from:
· Copyright or trademark infringement
· Defamation or invasion of privacy
· Breach of any agreement or warranty
· Any other claims related to your film
[bookmark: _1uupvqi7fdzx]6.6 Submission Fees
· Submission fees are non-refundable
· Waivers available for demonstrated financial hardship
· Multiple submission discounts available
[bookmark: _olci9abkcr31]6.7 Selection Process
· All submissions reviewed by programming committee
· Selection decisions are final
· Selected filmmakers notified by [Date]
· Feedback not provided on individual submissions

[bookmark: _w2kn1o6qp1g5]IMPLEMENTATION CHECKLIST
[bookmark: _cx3gtje5csp9]Immediate Actions Required:
· Review and customize all policies with legal counsel
· Fill in all bracketed information
· Obtain Board approval for policies
· Designate DMCA agent and register with Copyright Office
· Set up privacy@bozemanfilmfestival.org email
· Set up dmca@bozemanfilmfestival.org email
· Implement unsubscribe mechanism for emails
· Add physical address to email templates
· Create data inventory and retention schedule
· Train staff on all policies
[bookmark: _kyr6stz1te7p]Within 30 Days:
· Publish Privacy Policy and Terms on website
· Add consent checkboxes to all forms
· Implement cookie consent banner if using analytics
· Create incident response team
· Document all data processing activities
· Review third-party vendor agreements
[bookmark: _e8zzn8fnsqb7]Within 60 Days:
· Conduct privacy impact assessment
· Implement data security measures
· Create user rights request procedures
· Develop staff training materials
· Schedule annual compliance review
[bookmark: _h4h2lr2mgmtf]Ongoing:
· Monitor regulatory changes
· Maintain compliance documentation
· Regular security assessments
· Annual policy reviews
· Staff training and updates
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